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This document is a short guide describing a possible solution to the following problem: I have to reverse proxy a site that uses the https protocol.

We have a web server that uses SSL to serve its content and we want to publish this server over Internet. Since we want to protect the server with a sort of an application proxy in front of it, we built a DMZ on a protected interface of our SPI firewall (PIX, iptables, whatever you have).
On this DMZ we put a Fedora Core PC with Apache. We decided to use mod_security as the application proxy to scrutinize the web requests coming from Internet. To pass the valid requests from Internet to the internal Web we use mod_proxy. Apache ssl is used to deal with the HTTPS protocol.
Here we will show you the configuration that we have proved to work.
Software requirements: 

apache HTTP Server version 2.2.6-1 (httpd-2.2.6-1.fc7 rpm)
mod_security 2.1.3-1
mod_proxy 2.2.6-1 (httpd-2.2.6-1.fc7 rpm)
Configuration files modified: 

/etc/httpd/conf/httpd.conf

/etc/httpd/conf.d/ssl.conf

/etc/httpd/conf.d/mod_security.conf
Here we assume that our proxy host has an official Internet address and is directly addressed by every host over the Internet, while the real web server is on the inside protected firewall interface and his IP address is 10.1.1.2.

httpd.conf
ServerTokens Prod

ServerRoot "/etc/httpd"

PidFile run/httpd.pid

Timeout 120

KeepAlive Off

MaxKeepAliveRequests 100

KeepAliveTimeout 15

LoadModule headers_module modules/mod_headers.so

LoadModule setenvif_module modules/mod_setenvif.so

LoadModule mime_module modules/mod_mime.so

LoadModule dir_module modules/mod_dir.so

LoadModule actions_module modules/mod_actions.so

LoadModule alias_module modules/mod_alias.so

LoadModule rewrite_module modules/mod_rewrite.so

LoadModule proxy_module modules/mod_proxy.so

LoadModule proxy_balancer_module modules/mod_proxy_balancer.so

LoadModule proxy_ftp_module modules/mod_proxy_ftp.so

LoadModule proxy_http_module modules/mod_proxy_http.so

LoadModule proxy_connect_module modules/mod_proxy_connect.so

LoadModule cache_module modules/mod_cache.so

LoadModule suexec_module modules/mod_suexec.so

Include conf.d/*.conf

User apache

Group apache

ServerAdmin root@localhost

ServerName www.mysite.it:80

UseCanonicalName Off

DocumentRoot "/var/www/html"

ProxyRequests off

<VirtualHost *:80>

        ProxyRequests off

        ProxyPass / http://10.1.1.2/

        proxyPassReverse / http://10.1.1.2/

</VirtualHost>
ssl.conf

LoadModule ssl_module modules/mod_ssl.so

Listen 443

AddType application/x-x509-ca-cert .crt

AddType application/x-pkcs7-crl    .crl

SSLPassPhraseDialog  builtin

SSLSessionCache         shmcb:/var/cache/mod_ssl/scache(512000)

SSLSessionCacheTimeout  300

SSLMutex default

SSLRandomSeed startup file:/dev/urandom  256

SSLRandomSeed connect builtin

SSLCryptoDevice builtin

<VirtualHost _default_:443>

ErrorLog logs/ssl_error_log

TransferLog logs/ssl_access_log

LogLevel warn

SSLEngine on

        SSLProxyEngine  on

        ProxyPass / https://10.1.1.2:443/

        ProxyPassReverse / https://10.1.1.2:443/

…

…

</VirtualHost>
Mod_security.conf

LoadFile /usr/lib/libxml2.so.2

LoadModule security2_module modules/mod_security2.so

LoadModule unique_id_module modules/mod_unique_id.so

<IfModule mod_security2.c>

        Include modsecurity.d/modsecurity_crs_10_config.conf

        Include modsecurity.d/modsecurity_crs_20_protocol_violations.conf

        Include modsecurity.d/modsecurity_crs_21_protocol_anomalies.conf

        Include modsecurity.d/modsecurity_crs_30_http_policy.conf

        Include modsecurity.d/modsecurity_crs_35_bad_robots.conf

        Include modsecurity.d/modsecurity_crs_40_generic_attacks.conf

        Include modsecurity.d/modsecurity_crs_45_trojans.conf

        Include modsecurity.d/modsecurity_crs_50_outbound.conf

        Include modsecurity.d/modsecurity_localrules.conf

</IfModule>
